
 
 
Job Description 

We are looking for Hands-on Network Security Professional for our company (We are well funded & 

one of the fastest growing product organization in the industry), at our Noida Office.  

 

Position: Network Engineer 

Experience: 4-6 years 

Location: Delhi 

Package: 5-8LPA 

 

 

Job expectations: Should have hands-on experience in Firewalls (Cisco ASA, Cisco FTD, Cisco 

Firepower, Palo Alto, Checkpoint, Fortinet), Routers, Switches 

 

 

Roles and Responsibilities: 

• Initial configuration of the firewall. 

• Configuring and installing security infrastructure device. 

• Configuration LAN & WAN in firewall. 

• Config the zones level access & group polices and allow the IP level access. 

• Configuring the NAT and PAT rules. 

• Maintain the firewalls, VPN & Web Protocols, and email security. 

• Configuration and implementing Intrusion detection system and firewalls. 

• Planning, Engineering, and monitoring the Security arrangements for the 

protection of the network system. 

• Identifying, monitoring, and defining for requirements of overall security of the 

system. 

• Latest technologies and processes that improve the overall security of the 

system. 

• Design, review the ongoing assessment of firewall, intrusion detection and 

intrusion prevention, VPN, SSL, application control, Antivirus, and other 

network component policies. 

• Ensure network security best practices are implemented through auditing the 

Switch, Firewall configurations, change control, and monitoring. 

• Coordinate, and monitor log analysis for our managed services offerings, to 

ensure User policy and security requirements are met. 

• Developing tracking documents to note system Vulnerabilities. 

• Cyber Security exposure is a good to have. 

 
Requirements 

This includes but are not limited to: 

• Excellent problem-solving skills and documentation skills. 

• Proven customer service skills. 



• Familiarity with Information Technology Infrastructure Library (ITIL) methodologies. 

• Good communication skills (verbal and written) and the ability to work within a 24x7 
support environment. 

 

Certification: 

Cisco CCNP Security Certification or Higher is preferred. 

 

How to apply 

Interested candidates are invited to submit their resume along with a cover letter detailing their 

relevant experience and motivation to contact@pmspl.net.in 


